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Improving Software Assurance and Top 25 CWE Lists
Bob Ellison and Carol Woody of the Software Engineering Institute discuss software development practices
associated with Top 25 Common Weakness Enumeration lists.

Software assurance objectives include reducing the likelihood of vulnerabilities such as those on a Top
25 Common Weakness Enumeration (CWE) list and increasing confidence that the system behaves as
expected. For the practitioner, the questions are where do you look, what do you look for, and how can you
demonstrate improvement. This note provides a sketch of two practices that help to answer those questions.
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